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1	Decision/action requested
The contribution proposes a new solution to address KI#2
2	References

3	Rationale
The contribution proposes a new solution to KI#2 where RAN is deemed as the enforcement point according to the user consent framework specified in TS 33.501. 
4	Detailed proposal
*************** Start of 1st Change ****************
[bookmark: _Toc107821158]6.X	Solution #X: RAN is deemed as Enforcement Point
[bookmark: _Toc107821159]6.X.1	Introduction 
[bookmark: _Toc107821160]This solution addresses the requirement in KI#2 “User consent for NTN”. 
RAN may actively collect personal data (e.g. UE location) from the UE for specific purpose, e.g. NTN service, in order to provide the optional NTN service for the UE, the operator may collect location from the user, thus, user consent may be required depending on different regulations.
Thus, it is proposed a general call flow where RAN endorses the role of enforcement point according to the user consent framework specified in TS 33.501 [x].
6.X.2	Solution details
6.X.2.1	User consent check for RAN feature
6.X.2.1.1	specific procedure



Figure 6.X.2.1-1 User consent check
1. If NG-RAN is going to collect UE’s data (e.g. UE’s location information) for specific purpose, e.g. NTN service, etc., and there are no user consent parameters in current UE context, the NG-RAN triggers an N2 message based on local policy.
2. NG-RAN sends N2 message including user consent required for RAN indication to the AMF. 
NOTE:	Whether to define a new N2 message or reuse the existing N2 message depends on different use case and RAN3’s decision.
3. The AMF sends Nudm_SDM_Get request message including SUPI and user consent required for RAN indication to the UDM to retrieve user consent parameters used for RAN.
4. The UDM replies Nudm_SDM_Get response message to the AMF. The message includes user consent parameters used for RAN. The user consent parameters at least include purpose of data processing, user consent result (i.e. grant or not granted).
5. The AMF sends the user consent parameters transparently to the RAN.
6. NG-RAN stores the user consent parameters. If there is any service requirement for NG-RAN to collect UE’s data, e.g. triggered by OAM, AMF, or NG-RAN itself, the NG-RAN enforces the user consent parameter before triggering data collection, i.e. whether the specific purpose is granted or not.
6.X.2.1.2	General requirement
RAN that is deemed an enforcement point for user consent shall support to retrieve the user consent parameters from the UDM via AMF.
RAN that is deemed an enforcement point for user consent shall not accept triggerments or requests data processing unless user consent is granted.
RAN that is deemed an enforcement point for user consent shall determine the purpose of data processing prior to the data processing. The purpose of data processing may be implicitly known from a Xn/N2 message, or may be pre-configured via OAM.
RAN obtaining or checking the user consent parameters shall consider the user consent parameters as effective until revoked.
6.X.2.2	User consent revocation for RAN feature
6.X.2.2.1	specific procedure


Figure 6.X.2.2-1 User consent revocation
1. If the AMF receives user consent required for RAN indication, the AMF subscribes the notification service by sending Nudm_SDM_Subscribe message to the UDM.
2. If the user consent parameters are changed, e.g. consent is revoked, the UDM will notify the AMF.
3. The UDM sends Nudm_SDM_Notify message to the AMF, the message includes the changed user consent parameter.
4. The AMF sends the changed user consent parameters transparently to the RAN.
5. NG-RAN updates the user consent parameters. If the user consent is revoked, then NG-RAN stops collecting and processing the UE’s data subject to the revocation. 
6.X.2.2.2	General requirement
AMF that serves a RAN that is deemed an enforcement point for user consent shall support subscription to the user consent parameter change notification provided by the UDM for the RAN.
Upon notification of user consent revocation, AMF that serves a RAN that is deemed an enforcement point for user consent shall send UE Context Modification Request message with modified user consent parameters to the RAN.
Upon notification of user consent revocation in UE Context Modification Request, RAN that is deemed an enforcement point for user consent shall no longer accept triggerments or requests data processing subject to a revoked user consent.
Upon notification of user consent revocation in UE Context Modification Request, RAN that is deemed an enforcement point for user consent shall halt processing and collection of the data subject to the revoked user consent.
Upon notification of user consent revocation in UE Context Modification Request, RAN may delete, quarantine, or temporarily retain the data pertaining to the revoked user consent based on local policies and legal constraints.
[bookmark: _Toc107821161]6.X.3	Evaluation
The solution addresses the requirement in KI#2 “User consent for NTN”. The solution proposes some general requirement if RAN is deemed as the enforcement point. 
*************** End of 1st Change ****************
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